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The eMe-project

A Inclusiveidentity management (IIDM) in new social media.

A Obijective: To provide new knowledge that can significantly im
prove theusability and accessibilitef identity management
(IDM) and authentication meciméms in new stal neworks
without compromising privacy, security or offending legal fram
works

A In order to use electronic seices, user dén must be authenti
cated and their user @ounts must be managed. A basiquee-
ment for acessible systems is therefore that |IBivethods can
be used by &road range of userwith different skills/literacy,
ages, and different (dis)abilities
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Convergence: Transformation of social networks into
Integrated services:

Formal arenas, such as: "All-in-one”, need for IIDM
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|dentificationand authenticatiormechanisms:
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Examples:
A Loginprocedures requiring pasrds can lead to problems for dyslexieople.

A Imageauthentication such asaptchacodeis a barrier for visioimpaired
users.
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Areas of disability

Vision / blindness
Hearing /deafness
(sight, hearing, smell,
touch, taste and spatial
awareness)

Low dexterity
Tremor / shivering
Paralysis

Memory

Concentration
Orientation (time, space)
Learning N _ o
Reading/writing Cognitive disabilities are

Problem solving / abstract thinking «invisible» but very common

Innovation, consulting and management



e Principles of Universal Design

A Public procurement and antliscriminationlegislationdean on
principles of Universal Design (or DesigrrAll).

A PRINCIPLE ONE: Equitable Use
The design is useful and marketable to people with diverse
abilities.
Guidelines:
la.Provide the same means of use for all users: identical whenever possi
equivalent when not.
1b. Avoid segregating or stigmatizing any users.
1c.Provisions for privacy, security, and safety should be equally available

all users.
1d. Make the design appealing to all users.
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Principles of Universal Design* (continued)

A PRINCIPLE TWO: Flexibility in Use
The designh accommodates a wide range of individual
preferences and abilities.
Guidelines:
2a.Provide choice in methods of use

A PRINCIPLE THREE: Simple and Intuitive Use

A PRINCIPLE FOUR: Perceptible Information

A PRINCIPLE FIVE: Tolerance for Error

A PRINCIPLE SIX: Low Physical Effort

A PRINCIPLE SEVEN: Size and Space for Approach and Use

* http://www.ncsu.edu/www/ncsu/design/sod5/cud/about_ud/udprinciplestext.htm
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How are we working?

Background knowledge (e.g. empirical analyses)
Hypotheses

Experiments with existing IDiYystems

GLRSI¢ &O0OSYyIl NA2a

Recruitment of real users with real challenges

Development of alternative logimechanisms (initial lab tests)
G SAFf ¢ aO0SYyIl NR2a
Formalisation of legal scenarios through Utdagrams
Privacy Impact Assessment

10. Social media development with 1IDM

11. Usability and accessibility tests of logmechanisms
122 CNASYRAEY ¢Sai ~
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&M 1 (13) Empirical analyses

The Brgnngysund Register Centre is a government body under the Norwegian
Ministry of Trade and Industry, and consists of several different national computerised
registers with information and key data about e.g.:

A Liabilities and titles in mortgaged movable property

A Almost 400 000 business enterprises

A More than 2 300 000 annual accounts and auditor's reports of limited companies

A Bankruptcies and compulsory liquidations

A Approximately 230 000 marriage settlements -
Findings (a couple of years
ago, and still about the same):

A Altinn.nO «a” in» C.ate.gory . Percentage

p Finding the service 27 %

A Brreg'no Roles/Rights 12 %
Login 33 %
Printout 4%
Attachments 9%
Fillin / Send in 12 %
Company 1%
Not Altinn 1%
Sum 100 %
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The Register of Marriage Settlements registers agreements between spouses regulating their assets/property in a different way than
what automatically follows from marriage legislation.

The Register of Company Accounts collects annual accounts, including the auditor's report, from all private and public limited
companies, savings banks, mutual insurance companies and petroleum enterprises.

The Register of Private Debt Amnesty registers debt settlement/restructuring negotiations and schemes, and contains copies of all
debt settlement agreements that have been entered into.

The Register of Bankruptcies registers estates in bankruptcy, debtors in liquidation and compulsory liquidations. The Register of
Bankruptcies also registers persons that have been disqualified from operating a business.

The Register of Business Enterprises registers all Norwegian and foreign business enterprises in Norway.

The EMAS Register registers Norwegian business enterprises that take part in the Eco-Management and Audit Scheme - EMAS - a
voluntary scheme for environmental registration of business enterprises in the EU.

The Central Coordinating Register for Legal Entities registers basic data about legal entities to coordinate information on business and
industry that resides in various public registers.

The Norwegian Register of Hunters registers those who are licensed to hunt game in Norway.
The Register of Mortgaged Moveable Properties registers entitlements and mortgages/security interests on moveable properties.

The Voluntary Register of Complementary Practitioners registers practitioners who are members of an approved practitioner
organization. The registration scheme is voluntary.

The Register of Non-Profit Organizations registers associations, foundations and limited liability companies that are engaged in non-
profit activities.

é
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2 (13) Hypotheses

A (H1)For different security and privacy levels, it will be
possible to select amall, but sufficient nuimer of
complementary authentication mechanisrtisat will
cover the needs of most users (ideally all).

Technical

B _ _ Law and
A (H2)The use ofnultimodal user interfacelement can [ - privacy
remarkably icrease the accessibility and usability of lIDM

ICFbased authentication and IID#blutions.

Usability and
accessibility

A (H3)It is possible twersonaliseand adapt the user
interface of IDMA @ A0 SYa (2 S| OK uzaoinalZd LuNg
and needs without compromising legal framerks or
0KS dzaSNEQ LINA QI Oé o
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= 3 (13) Smart cards

Recent researcher experiment:

oo
(j l f l Diroktoratet for
forvaltning og IKT

offentlige tjenester login

Select an electronic ID to identify yourself: How to obtain an electronic 1D

MiniD Buypass Commiides

E | 3 "
e | :
Use your personal password Use smart card and card reader Use yo k‘RGH
™\ )

and code from SMS or PIN code from Buypass

letter

Help to log in: Contactform | Tel.: 800 30 300 | Frequently asked questions | Aboutthe use o

Hosted by the Agency for Public Management and eGovernment (Difi)

(Dr. Lothar Fritsch)
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A group of 4 friends (person A, B, C and D) are having dinner at a
restaurant. They agree to split the bill of 1000 NOK evenly between them.

B, C and D do not have enough cash with them so A agrees to settle the

bill and B, C and D will pay their part of the bill by using the new online

LI 8 YSY (I &Kl NARGShateLULILINEIOARSIYR dd | L
media.

Preconditions

A Each person sharing the costs must be part of the same sueddii,
for example all have an account with Facebook.

A Social media supports or provides for payment sharing application or
PayShare

A Social media anBaySharare connected with a financial institution
or other institution providing online payment services

(Dr. MarykeNuth)
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e 5 (13) Recruitment of real users

Threeuserorganisationgarticipatein e-Me:

1. SeniornettNorgepromotes the participation of the elderly in the e
Society. It organizes local senior clubs that are motivating and
teaching elderly to use ICT.

2. Norwegian Dyslexia Association (Ns*a nationabrganisationfor
persons with functional disabilities related to reading and writing.
NDA promotes the interests of the dyslectics in education, work,
media and research.

3. The Norwegian Association of the Blind and Partially Sighted (NABP)
works to achieve equal opportunities and status in society for
people with visual impairment, and provides a multitude of special
products and services.

(Dr. lvar Solheim & Kristin Skeide Fuglerud)
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e-M 5 (13) Elderly people

Increasingly

large group of |

self-served citizens,
customers, employees" @ C
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e-M 5 (13) Elderly people

X }é K2 dzaS L/
for'different purposes
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5 (13) Global statistics (@)

(&3 Organization

%

Proportion of respondents reporting different levels of difficulty on 16 World
Health Survey* domains of functioning**:

**

Cognition

Concentrating, 61,5 20,0 11,8 5,5 1,3
remembering

Learning 65,5 17,3 9,8 4,7 2,5
Vision

Near vision /6,3 119 7,0 3,8 1,0

World report on disability 2011. World Health Organization (p. 289).
http://whqlibdoc.who.int/publications/2011/9789240685215 eng.pdf

Data on 16 items. Table (partial) shows the proportion of respondents who responded in ea
category.
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5 (13) Local statistics ST

Estimated proportion of Norwegian population of 4,92 million people:

Vision

Hearing
Motion
Cognition

Over 80 years

Partially sighted or blind: ca. 130 000.
Colourblind: ca. 5 % of the population

Hearing impairment: ca. 600 000.
Muscle and skeleton: ca. 24 % experience problems.

The largest and least homogeneous group.

Ca. 30 % of the population has reading and/or writing disability
GKAOK | FFSOUa UKS LISNE2YQ&a 62 N
Ca. 500 000 suffer from dyslexia.

230 000, ca. 5 % of the population.

Karde AS
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e 6 (13) Alternative logiamechanisms

; Logg inn
A Password 99
Brukernavn:
Passord: s

At AOGdzNBE &GLJ aaag2NRE

(Knut Eilif Husa & Sverhdorka)

Innovation, consulting and management



